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Decision/action requested
This contribution provides a discussion about key storage & derivation in CP solution and proposes recommendation
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Rationale
This contribution presents an analysis of the different proposals for the entire CP-based UE-to-Network relay mechanism, including:

1. 5GPRUK storage/5GPRUK ID usage

2. PC5 key derivation
3. The support of secondary authentication.

4
Discussion
The solutions [2], [3], and [4] all propose to use a PAnF to store the 5G ProSe Remote UE 5GPRUK/5GPRUK ID and can support 5GPRUK ID in DCR, while solution [5] proposes to use UDM for the purpose of 5GPRUK/5GPRUK ID storage. AUSF is responsible for 5GPRUK/5GPRUK ID derivation as per TS 33.503 [1]. The solution [2] proposes to use PAnF to further derive the PC5 key, this task is delivered by AUSF in solutions [3] to [5]. The key differences in these solutions are summarized in the following table. 
	
	Solution [2]
	Solution [3]/[4]
	Solution [5]

	5G PRUK storage
	PAnF
	PAnF
	UDM

	Storage NF selection
	SUCI in DCR: by Remote AUSF , any PAnF instance
5GPRUK ID in DCR: by Relay AMF using 5GPRUK ID (No details about the detailed selection method)
	SUCI in DCR: by Remote AUSF , any PAnF instance

5GPRUK ID in DCR: by Remote AUSF using 5GPRUK ID (including PAnF Routing Indicator)
	Existing UDM selection methods

	5G PRUK derivation
	AUSF
	AUSF
	AUSF

	PC5 link root key generation

i.e. KNR_ProSe
	PAnF
	AUSF
	AUSF

	5G ProSe Remote UE ProSe Context
	5GPRUK/5GPRUK ID, SUPI, RSC
	5GPRUK/5GPRUK ID, 
(only [4]) SUPI, RSC
	5GPRUK/5GPRUK ID 


	Procedures when SUCI in DCR
	Remote AUSF stores 5GPRUK and 5GPRUK ID to the Remote PAnF (AUSF needs to support the new Npanf_register service)

Remote AUSF sends 5GPRUK ID to the Relay AMF

Relay AMF sends 5GPRUK ID to the Remote PAnF (AMF needs to support the new Npanf_Get service)

Remote PAnF derives KNR_ProSe
Remote PAnF returns the KNR_ProSe to the Relay AMF
	Remote AUSF stores 5GPRUK and 5GPRUK ID to the Remote PAnF (AUSF needs to support the new Npanf_register service)

Remote AUSF derives KNR_ProSe
 Remote AUSF returns the KNR_ProSe to the Relay AMF
	Remote AUSF stores 5GPRUK and 5GPRUK ID to the Remote UDM (AUSF needs to support the new Nudm_store service)

Remote AUSF derives KNR_ProSe
 Remote AUSF returns the KNR_ProSe to the Relay AMF

	Procedures when 5GPRUK ID in DCR
	Relay AMF sends 5GPRUK ID to the Remote PAnF (AMF needs to support the new Npanf_Get service)

Remote PAnF derives KNR_ProSe
Remote PAnF returns the KNR_ProSe to the Relay AMF
	Relay AMF sends 5GPRUK ID to the Remote AUSF

Remote AUSF sends 5GPRUK ID to the Remote PAnF (AUSF needs to support the new Npanf_Get service) to get 5GPRUK ID

Remote AUSF derives KNR_ProSe
 Remote AUSF returns the KNR_ProSe to the Relay AMF
	Remote AUSF sends 5GPRUK ID to the Remote UDM (AUSF needs to support the new Nudm_get service) to get 5GPRUK

Remote AUSF derives KNR_ProSe
 Remote AUSF returns the KNR_ProSe to the Relay AMF

	Possible support for Secondary authentication?
	Yes

Relay AMF may request Remote UE SUPI using 5GPRUK ID
	(Only [4]) Yes

Relay AMF stores the Remote UE SUPI during ProSe authentication, and provides the SUPI to SMF later.
	No


Observation 1: All solutions address the Editor's Note in clause 6.3.3.3.2 of TS 33.503 [1]:
Editor's note: Further details on the needs and usage of 5GPRUK ID are FFS.

Observation 2: Key derivation in solutions [3], [4] and [5] align with SA3’s conclusion. 
The conclusion of the KI #9 (Key management in 5G Proximity Services for UE-to-Network relay communication) in TR 33.847 shows the consensus of SA3:
‘ For the control-plane solution: 
· Existing network entities (AMF, AUSF, UDM) are used for key derivation and distribution of keys used for  UE-to-network relay communication. The security of the communication between UE-to-Network relay and remote UE is established based on a shared key which is derived and distributed with the assistance of the network. A root credential is configured in the remote UE and the network. The shared key is individually derived from the root credential by the remote UE and the network. The shared key is distributed by the AMF to the UE-to-Network relay. The details to realise the above procedures and the details of the PC5 key hierarchy will be determined during the normative phase. ’
The key derivation is decided by using existing network entities (AMF, AUSF, UDM), while the conclusion about key storage (5GPRUK and 5GPRUK ID) was not established during the TR phase. For the above reasons, key derivation in solutions [3] to [5] follow the conclusion, but the key derivation in [2] (i.e. by the newly introduced key storage function PAnF) misaligns with the conclusion.
Observation 3: Solution [2] gives additional complexity to both serving & home network deployment.

The AMF is located in the relay UE’s network while the PAnF is located in the Remote UE’s network. To support key storage and key derivation, the impacts introduced by different solutions are:

	
	Solution [2]
	Solution [3]/[4]
	Solution [5]

	Impacts to Relay AMF
	1 New service Npanf_ProSeKey_Get

1 New interface to PAnF
	No impact
	No impact

	Impact to Remote AUSF
	Key derivation (5G PRUK)

1 New service Npanf_ProSeKey_Register

1 New interface to PAnF
	Key derivation (5GPRUK and KNR_ProSe)

2 New services Npanf_ProSeKey_Register

Npanf_ProSeKey_Get

1 New interface to PAnF
	Key derivation (5GPRUK and KNR_ProSe)

2 New services Nudm_ProSeKey_RegisterNudm_ProSeKey_Get

	Impacts to Remote PAnF
	Key derivation (KNR_ProSe)
2 New services Npanf_ProSeKey_Register

Npanf_ProSeKey_Get

 2 New interfaces (to AUSF, AMF)
	2 New services Npanf_ProSeKey_Register

Npanf_ProSeKey_Get

1 New interface to AUSF
	Not applicable

	Impacts to UDM
	Not applicable
	Not applicable
	2 New services Nudm_ProSeKey_Register

Nudm_ProSeKey_Get 


Impacts on Relay AMF: Only the solution [2] needs to update Relay AMF to support new service and new interface to PAnF: 

· Additional new interface between Relay AMF and Remote PAnF needs to be defined which requires update to Relay AMF and Remote PAnF, and impacts to SA2 to align this change.

· The Relay AMF needs to be updated to support the new service to get 5GPRUK from Relay PAnF.

· The topology hiding cannot be satisfied between the remote UE’s network and Relay UE’s network, and may introduce potential security or privacy risks. 

Impacts on Remote AUSF: All the solutions need to update the Remote AUSF, including new services and key derivation. Solution [2]-[4] require new interface to PAnF. The operator and vendor may decide to co-locate the AUSF and PAnF to mitigate the impacts.
Impacts on Remote PAnF: In [2], the Remote PAnF performs both key storage and key derivation, and new interface to Relay AMF. This introduces a more complex way to update the PAnF, compared with only stores the 5GPRUK and 5GPRUK ID to PAnF by AUSF.
Observation 4: Solution [2] and [4] is capable to further support the Secondary Authentication for the Remote UE. 
Under the condition of the Remote UE providing its 5GPRUK ID in DCR, solution [2] and [4] define the methods to support the Secondary Authentication for Remote UE. Specifically speaking, both solutions support to identify the Remote UE's DN subscription information. 

SUPI and 5GPRUK ID association in PAnF (for [3]) and UDM (for [5]) may need to be improved to further support the Secondary Authentication.
Observation 5: AKMA cannot be used as referenced technology.

Based on the DP [8] proposed during the offline CC, the PAnF in solution [2]: 

‘PAnF is based on principles similar to AAnF (see TS 33.535 [6])’

‘With PAnF generating the PC5 link root key instead, the Relay AMF can select the PAnF directly as in solution [2] and avoid this "double selection/routing" inefficiency. This is similar to procedures of getting Kaf from AAnF (TS 33.535 [6]) by AF.’
‘Decoupling PAnF services from AUSF services (i.e., PAnF doing more than mere 5GPRUK storage) allows for possible reuse of work already done for very similar functions such as AAnF (TS 33.535 [6]).’
The roaming scenario in AKMA is still not solved, and the roaming in the CP solution is quite a common scenario. 

The AF interacts with AAnF via NEF as specified in TS 33.535 [6], which means a proxy locates between AF and AAnF, for several purposes such as topology hiding. However in [2], no proxy between AMF and PAnF is introduced (e.g. AUSF can be a candidate to realise the purpose). 
The PAnF was introduced for the purpose of key storage only, as agreed during SA3#106e, but not to copy all the AAnF functionalities.
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Conclusion
1) All solutions ([2] to [5]) address the Editor's Note in clause 6.3.3.3.2 of TS 33.503 [1].

2) Key derivation in solutions [3], [4] and [5] align with SA3’s conclusion. 

3) Solution [2] gives additional complexity to both serving & home network deployment.

4) Solution [2] and [4] are capable of further supporting the Secondary Authentication for the Remote UE. 

5) AKMA cannot be used as referenced technology.

6
Proposal
It is proposed to use solution [4] as baseline:

· PAnF to realise the purpose of 5GPRUK, 5GPRUK ID, SUPI and RSC storage.
· Key storage NF selection is done by AUSF, using 5GPRUK ID within Routing Indicator inside.
· PC5 link root key generation (KNR_ProSe) is performed by AUSF.
· The Relay AMF shall not be capable to interact with the key storage NF.
